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Decision/action requested

Approval of pCR
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References

3
Rationale

Key Issue 12 is missing information about group companies.
4
Detailed proposal

************ START OF CHANGES ************

5.12
Key issue #12: Security in Hosted SEPP scenarios

5.12.1
Introduction

In some scenarios, the operator may decide to outsource the operation of its SEPP to an external entity. This scenario is called the “Hosted SEPP” scenario. 

The Hosted SEPP scenario introduces security requirements which must be fulfilled by N32 and by the connection between PLMN and Hosted SEPP. This key issue documents how they can be fulfilled. 
A hosted SEPP may also be a gorup operator hosted SEPP where allowing a group of companies to manage their trust centrally.  In this case the trust may be higher than for an external entity.
5.12.2
Key issue details

The decision of an operator to outsource the operation of a SEPP to an external entity can be independent of whether and which IPX providers are used, and whether and which roaming hub(s) are used. See KI#10 for this topic. However, it is possible that an IPX provider, a roaming hub, or any other external entity takes the role of the Hosted SEPP provider. 

In case an operator uses a Hosted SEPP, the security perimeter of the PLMN as described in TS 33.501, clause 4.2.1, extends to an entity external to the PLMN. 

According to GSMA LS SA3-221737, a PLMN may use both Local SEPPs (managed by PLMN) and Hosted SEPPs, i.e., the PLMN has Local SEPPs each handling a set of roaming relations, while the Hosted SEPPs handle a different set of roaming relations.

In a scenario where an entity external to the PLMN operates all or some of the SEPPs of a PLMN new risks may arise. These include:

-
attacks on the traffic between PLMN and Hosted SEPP, 

-
missing edge protection at the PLMN, 

-
lack of a way to attribute the cause of a security issue to a specific actor (the operator or the Hosted SEPP provider), 

-
an unauthorized actor claiming to be a Hosted SEPP provider of an operator towards its roaming partners, and

-
risks due to one actor operating Hosted SEPPs for different PLMNs.

5.12.3
Security requirements
Existing requirements in TS 33.501 on the SEPP shall apply in the Hosted SEPP scenario, unless there are explicit exceptions. Specifically, edge protection requirements can differ from the existing requirements since the hosted SEPP is not deployed at the edge of the PLMN. 

Existing NFs and SCPs should be impacted as least as possible. 

For the scenario of outsourcing a SEPP, the following requirements shall apply:

- The Hosted SEPP providers shall use their own unique credentials to authenticate themselves. Moreover, it shall be possible for operators that receive signalling from a Hosted SEPP provider pertaining to a roaming partner to verify that the Hosted SEPP provider has been authorised by the roaming partner. 

- The connection between the PLMN and the Hosted SEPP provider shall be confidentiality, integrity, and replay protected.

- The solution should enable the Hosted SEPP providers to operate SEPPs for multiple PLMNs in a way that isolates the SEPP instances operated for different PLMNs from each other for security reasons. Specifically, if one of the instances gets corrupted or otherwise malfunctions, other instances should remain unaffected as much as possible.

************ END OF CHANGES ************



